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Challenges
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Challenges

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Highly
Distributed
Workforces

Creates
Challenges

Capture 
digital 
evidence 
before it is lost 
and make 
intelligence-led 
decisions
that prevent
crisis

Sensitive data is increasing

No physical or social  
office based controls

Around-the-clock access

Increase in people More difficult to capture data

Lack of technical investigative ability

Balancing privacy

Disparate systems

Increase from 5.7% - 43.1% of UK 
workforce WFH in 2020

Zoom usage increased from 36k –
1.6million daily users

https://wiserd.ac.uk/sites/default/files/documents/Homeworking%20in%20the%20UK_Report_Final_3.pdf
https://www.statista.com/statistics/1118860/zoom-daily-active-users-uk
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Is remote working here to stay?

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Research was carried out by Ipsos MORI on behalf of Deloitte LLP. It screened a nationally representative quota sample of 2,213 UK adults, filtered to a sample of 1,321 workers aged 16-75, using its Online Omnibus.
https://www2.deloitte.com/uk/en/pages/consulting/articles/working-during-lockdown-impact-of-covid-19-on-productivity-and-wellbeing.html

After lockdown 61% of desk-based 

workers would prefer to work from home 

more often
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Using technology to address some of our challenges

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Enhance your investigative agility by combining monitoring with advanced triage in 
one unified platform. Drive confidence and reduce effort.

Use endpoint based technology that monitor both user and system behaviour, 
regardless of location, in real-time.

Being able to have a targeted and bespoke approach to specific issues, reduce false-
positives and over-collection of data while speeding up detection.
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Investigative agility

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats
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Investigator time, processing/storage, network & endpoint resources

Alert Related Events

Streamed  
Events
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Events

Targeted
Collection

Full Disk Image
End user impact
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Event-based detection and triage

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Create 
event

Log it

Process it

Uses snipping tool, with a sensitive 
database open, and a thumb drive 
plugged in, after hours

PowerShell loads suspicious DLL, 
makes outbound network 
connection, drops an executable

User 
Behaviour

System 
Behaviour

Context supports action 
and/or offers insight

Available, 
Protected

Understandable 
by a machine
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What is an event?

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Keystroke

Process

Key Data

UserPID

Window 
Title

Network

Remote 
IP

Remote 
Port

UserProcess

Action

Process

Parent

CMD line

User
Exec 
Path

Action

Media

Serial

Volume 
Ltr

MfgModel

Action

File

Filename

File path

UserFile size

Action
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Product Overview
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Product Overview – Nuix Adaptive Security

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

• Bespoke rule creating process to mould to your business needs and 
environments.

• Lightweight agent deployed on the network stores events and 
sends alerts back to server.

• Offline endpoints log events and alerts locally, reconnecting at next 
opportunity.

• Keyword searching of endpoints on the fly.

• Record screenshots, keylogs and clipboard information from 
endpoints and alert when certain conditions are met:

– Keyword is met

– Data copied onto a USB.

– User logs in remotely, then attempts to upload data.

• Isolate endpoints that you believe to have been compromised 
(insider/external threats).
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Process Start Network Connection Removable Media File Write Registry Write

Document Printed DLL Loaded User Logon

Events

Rule Set

Filter Engine

State 
Database

Nuix Adaptive Security

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Alert Block Killprocess Isolate Suppress Forward Screenshot Set Memscan
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Scenario 1 - Data Theft and Disclosure
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Scenario 1 – Data Theft and Disclosure

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Sell sensitive research to a competitor

• Acquires report

• Pastes some of the data into a chat window

• Copies to removable media

• Uploads to a file sharing service via browser

• Uploads to a file sharing service via local client

• Prints it

Discuss a sensitive transaction before it closes

• Mentions transaction in chat

• Attaches document to email
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Scenario 1 – Data Theft and Disclosure

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats
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Scenario 1 – Data Theft and Disclosure

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Detection of file writes/manipulations, 

renames and deletions
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Scenario 1 – Data Theft and Disclosure

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Evidence of files being written to local 

DropBox folder
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Scenario 1 – Data Theft and Disclosure

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Detection of print jobs originating from 

endpoint
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Scenario 1 – Data Theft and Disclosure

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Confidential information being shared 

using external communication channels
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Scenario 1 – Data Theft and Disclosure

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Keylogs identifying keywords being 

typed and destination window
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Scenario 1 – Data Theft and Disclosure

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Evidence of a file being attached to an 

email
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Scenario 2 - Fraudulent Transaction
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Scenario 2 – Fraudulent Transaction

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Prepare

• Research target company • Set up secure communications

• Get tools to clean up evidence

Execute

• Copy template to local system • Falsify signature

• Modify template • Print document

Cleanup

• Delete files • Run a deletion utility

Communicate

• Interact with other involved parties over chat, email, etc.

Falsify a purchase order
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Scenario 2 – Fraudulent Transaction

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats
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Scenario 2 – Fraudulent Transaction

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Screenshot 1 showing a blank signature 

box
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Scenario 2 – Fraudulent Transaction

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Screenshot 2 showing a filled in 

signature box
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Scenario 2 – Fraudulent Transaction

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Evidence of mass file deletion
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Scenario 2 – Fraudulent Transaction

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

URL events show web pages visited
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Scenario 2 – Fraudulent Transaction

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

Keylogs identifying keywords being 

typed and destination window
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Summary and questions
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It’s what’s inside that counts: transforming investigations to detect and prevent insider threats
Summary and questions

Capture document activity
File writes, document 
manipulations and 
deletions, plus printed 
activity.

See what the user sees
Capture screenshots of 
key activities

Live preview a computer 
remotely
Collect targeted data in 
moments without 
disrupting the end-user

Capture advanced data 
loss indicators
Identify transmittal of 
confidential materials 
into unmonitored 
channels

Adapt on the fly
Craft bespoke rules for 
new and unfolding 
situations to gain 
investigative insights

Capture what the user is 
typing
Targeted captures of text 
for alerting or lookback 
purposes
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Summary and questions

It’s what’s inside that counts: transforming investigations to detect and prevent insider threats

With this approach and solution, you benefit from:

•Quickly identify anomalous behaviour through evidence such as keypresses, files printed and 
screenshots, that cover user behaviours.

•Mitigate financial loss, reputational damage and regulatory scrutiny by being proactively alerted to 
issues and events as they happen rather than retrospectively.

•Adapt the solution as your risk profile changes by tailor alerts for different jurisdictions, business 
units and functions.

•Enable digital forensic collections of key evidence remotely, covertly and before it is inadvertently 
lost.

•Reduce time and costs by having both monitoring and investigation capabilities in one solution –
avoiding current potentially cumbersome processes.

•Corroborate other fraud monitoring controls through evidence-based actions of the user.
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